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US Export Controls Classification Information
RIM products provide encryption features that are subject to the U.S. Export Administration 
Regulations ("EAR") and other U.S. laws when in or exported from the United States. The EAR 
classifications of RIM products that have been reviewed by the U.S. Bureau of Industry and Security 
are set out in the chart below.

All of the BlackBerry software and hardware covered by the chart may be exported under the EAR to 
most destinations with No License Required ("NLR"). However, these items may not be exported and 
re-exported to certain countries (currently Cuba, Iran, North Korea, Sudan and Syria) or to persons or 
entities prohibited from receiving U.S. exports, including those (a) on the Bureau of Industry and 
Security Denied Parties List or Entity List, (b) on the Office of Foreign Assets Control list of Specially 
Designated Nationals and Blocked Persons, and (c) involved with missile technology, nuclear, 
chemical or biological weapons, or military end-uses where prohibited by an applicable arms embargo.

For further details on export restrictions applicable to ECCN 5A992.c and 5D992.c products, please 
refer to the EAR. The information on this page is not legal advice, and you are recommended to 
seek your own legal advice as appropriate.

Product ECCN1 CCATS

BlackBerry® Device2 5A992.c G073483

BlackBerry® Device Software, 
BlackBerry® Connect™ software, 
BlackBerry® Built-In™ software
(version 5.0 and earlier)2

5D992.c G073483

BlackBerry® Application Suite
(version 1.0 and earlier) 5D992.c G071316

BlackBerry® Desktop Software, 
(version 5.0 and earlier) 5D992.c G071316

BlackBerry® Enterprise Server
(version 5.0 and earlier) 5D992.c G070998

BlackBerry® Enterprise Server Resource Kit
(version 5.0 and earlier) 5D992.c G070961

BlackBerry® Java Development Environment (JDE)
(version 5.0 and earlier) 5D992.c G074326

BlackBerry® Professional Software
(version 1.0) 5D992.c G069924

BlackBerry® Unite!
(version 1.0.4 and earlier) 5D992.c G069924

S/MIME Support Package
(version 4.2 and earlier) 5D992.c G053841

PGP® Support Package
(version 4.2 and earlier) 5D992c G053841

BlackBerry® Smart Card Reader 5A992.c G052270

                                               
1 All of the ECCNs are based upon BIS review as “mass market” encryption products.
2 Please note that RIM has obtained separate classifications for the BlackBerry Device hardware and the BlackBerry 
Handheld Software that runs on it, under the same CCATS document.
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BlackBerry Smart Card Reader software
(version 1.5 and earlier) 5D992.c G052270




